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More than two years into the pandemic, Southeast Asia (SEA), as 
the rest of the world, is gearing up for a year of recovery in 2022. 
Companies and individuals of all ages are ready to revert back to 
regain the sense of normalcy, with back-to-o�ice, back-to-school, 
and back-to-travel policies currently being put in place. 

Cybercriminals, on the other side of the 
fence, have continuously targeted a variety 
of industries in the region – from airlines, 
hospitals, government websites, banks, 
telecom companies, universities, 
e-commerce, and even social media giants
through di�erent sophisticated means.
SEA is home of diverse countries with young and highly digital 
population. At more than 400 million as of last year, the region has 
recorded a 72% internet penetration which means nearly 4 in 5 
people from here have access to the internet. Out of which, 60 
million went online for the �rst time during the �rst six months of 
2021.

This rapid increase is fuelled by the needed digitalisation during the 
pandemic. From 2020, the internet and key services apps have been 
life lines for people here and around the world, allowing basic 
activities – working, studying, banking, shopping, catching up, and 
more – to continue amidst a serious health emergency. 

As an aftermath of the resilience and quick digital shift of Southeast 
Asian consumers, the region saw major surges not just in terms of 
internet use but also in its online industries. SEA’s current internet 
economy size is valued at $174 billion and its e-commerce at $120 
billion.

While the physical borders, schools, o�ices, restaurants are all 
witnessing a comeback, the uptick of digital platform use in SEA is 
predicted to continue at a faster rate ever witnessed. On its center 
is the growth of e-commerce, online payment methods, virtual 
education platforms and telehealth. 

This reality did not 
come as a surprise. 

Introduction

Aside from these prime growth areas, users here are also ahead in 
terms of embracing the latest technologies – such as 
cryptocurrency and NFTs (non-fungible tokens). Countries in SEA 
are in fact leading in terms of NFT ownership, with the Philippines, 
Thailand, and Malaysia topping the list.

Overall, the region’s digital economy is expected to cross its $1 trillion 
mark by 2030.

The lucrative opportunities in a digital SEA is a boon for businesses 
and users here but also open new doors for cybercriminals to exploit. 
Thus, this report aims to give decision makers and consumers alike a 
detailed insight into the region’s evolving cyber threat landscape.

With the freshest data based on the detection verdicts of 
Kaspersky products received from users who consented to 
providing statistical data, this report provides the latest information 
about the relevant malware detected and blocked in the region, 
particularly from six countries – Indonesia, Malaysia, the Philippines, 
Singapore, Thailand, and Vietnam.

Key numbers include online threats, local threats, threat sources, 
phishing, mobile malware, and brute force attacks against Remote 
Desktop Procotol (RDP). 

To cap it o�, Kaspersky experts also share here the right tips and 
tricks to curb the costly impacts of these threats against 
businesses, governments, and consumers in SEA.
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https://threatpost.com/lockbit-bangkok-airways-breach/169019/
https://www.bangkokpost.com/thailand/general/2178503/hacker-steals-40-000-patients-data-from-kidney-hospital
C:%5CUsers%5CMeretukova%5CAppData%5CLocal%5CMicrosoft%5CWindows%5CINetCache%5CContent.Outlook%5CDS1XDMRZ%5C%E2%80%A2%09https:%5Cwww.cnbcindonesia.com%5Ctech%5C20210520160626-37-247096%5Cheboh-data-ktp-hingga-nomor-hp-279-juta-warga-ri-bocor
https://www.thestar.com.my/tech/tech-news/2021/02/05/fake-maybank2u-website-being-used-by-scammers-to-steal-banking-info
https://www.straitstimes.com/singapore/singtel-data-breached-through-hack-on-third-party-file-sharing-vendor
ttps://www.straitstimes.com/tech/tech-news/1355-nus-society-members-personal-data-stolen-possibly-put-on-sale-on-dark-web
C:%5CUsers%5CMeretukova%5CAppData%5CLocal%5CMicrosoft%5CWindows%5CINetCache%5CContent.Outlook%5CDS1XDMRZ%5C%E2%80%A2%09https:%5Cvnexpress.net%5C300-000-tai-khoan-nguoi-viet-bi-hacker-rao-ban-4218857.html
https://newsbytes.ph/2021/04/05/npc-probing-breach-of-879699-facebook-accounts-in-ph/
https://www.statista.com/topics/9093/internet-usage-in-southeast-asia/#topicHeader__wrapper
https://www.statista.com/topics/9093/internet-usage-in-southeast-asia/#topicHeader__wrapper
https://www.statista.com/topics/9093/internet-usage-in-southeast-asia/#topicHeader__wrapper
https://www.statista.com/topics/9093/internet-usage-in-southeast-asia/#topicHeader__wrapper
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economy is expected 
to cross its $1 trillion 
mark by 2030

https://blog.google/around-the-globe/google-asia/sea-digital-decade/#:~:text=Southeast%20Asians%20continue%20to%20surge,at%20least%20one%20online%20service.
https://blog.google/around-the-globe/google-asia/sea-digital-decade/#:~:text=Southeast%20Asians%20continue%20to%20surge,at%20least%20one%20online%20service.
https://www.bworldonline.com/phl-tops-nft-ownership-out-of-20-countries-finder/?fbclid=IwAR2PrW3f_ecXOquHRaLC5JHhoYWEvKiOg5wkDMshKOyKO85e_7og2dgZfbE
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Kaspersky Security Network (KSN) is a complex distributed 
infrastructure that integrates cloud-based technologies into 
personal and corporate KL products. KSN automatically analyzes
cybersecurity-related data streams from millions of voluntary 
participants around the world, providing the fastest detection of 
advanced and previously unknown malware. 

Methodology

The key of KSN success is powerful combination of expert analysis, 
Big Data and Machine Learning. This system is one of the most 
important components of Kaspersky multi-layered approach to 
security.

According to KSN's principles of privacy, the following measures are 
implemented to anonymize
the collected data:

The information is analyzed in the form of aggregated statistics 
and is not attributed to speci�c persons;
Logins and passwords are �ltered out from transmitted URLs, 
even if they are mentioned in the initial browser request from the 
user;
A hash-sum (�le identi�er) is used instead of accessing an 
original suspicious �le;
Where possible, IP addresses and device information are 
obscured from the data received;
The data is stored on separated servers with strict policies 
regarding access rights, and all the information transferred 
between the user and the cloud is encrypted.

https://www.kaspersky.com/enterprise-security/wiki-section/products/kaspersky-security-network
https://www.kaspersky.com/enterprise-security/wiki-section/products/big-data-the-astraea-technology
https://www.kaspersky.com/enterprise-security/wiki-section/products/machine-learning-in-cybersecurity
https://www.kaspersky.com/about/data-protection


Philippines is among 
the top 5 countries 
globally in terms of 
Internet-borne 
malware
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This is 18% more as compared to pre-pandemic online threat 
detections (205,091,672) and 7% more than 2020’s numbers 
(225,840,829).

Notably, the Philippines is among the top 5 countries globally in 
terms of Internet-borne malware. It ranked 4th, just after Belarus, 
Algeria, and Kazakhstan. Latvia took the 5th place in 2021.

“With the accelerated digital transformation from 2020 continuing to 
intensify well into 2021 and even this year, cyberattacks are 
increasingly sophisticated and complex. As our digital footprint 
continues to grow, data has shown that it is increasingly imperative 
that cybersecurity be the responsibility of everyone including 
individuals and businesses alike. As the numbers from the Kaspersky 
Security Network indicate, even more so than ever, the issue of 
cybersecurity should not be con�ned to enterprises and 
governments, but every person should be vigilant and responsible for 
his own cybersecurity,” comments Yeo Siang Tiong, General Manager 
for Southeast Asia at Kaspersky.

Attacks via browsers are the primary method for spreading malicious 
programs. The following methods were used most often by 
cybercriminals to penetrate systems:

Exploiting vulnerabilities in browsers and their plugins (drive-by 
download).

Infection in this type of attack takes place when visiting an infected 
website, without any intervention from the user and without their 
knowledge. This method is used in the majority of attacks. 

Among them, �le-less malware is most dangerous: its malicious code 
uses registry or WMI subscriptions for persistence, leaving no single 
object for static analysis on the disk.

In the period January-December 2021 Kaspersky products 
detected 242,388,607 di�erent Internet-borne cyberthreats on the 
computers of KSN participants in SEA.

Attacks lurking on the web

2019 2020 2021

205,091,672 225,840,829 242,388,607
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To �ght such stealthy threats, Kaspersky products apply Behavior 
Detection component that bene�ts from ML-based models and 
behavior heuristics to detect malicious activity even if the code is 
unknown. 

Another key technology, developed by Kaspersky, is Exploit
Prevention which reveals and blocks in real time the malware's 
attempts to bene�t from software vulnerabilities.

Social engineering.

These attacks require user participation: a user has to download a 
malicious �le to her computer. This happens when cybercriminals 
make the victim believe she is downloading a legitimate program.

Protection against such attacks requires a security solution capable 
of detecting threats as they are being downloaded from the 
Internet. Since many threat actors nowadays obfuscate malicious 
code to bypass static analysis and emulation, true protection 
requires more advanced technologies such as proactive MLbased 
methods and behavior analysis.
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During the 12 months of 2021, a total of 346,406,654 local infections 
were detected and blocked by Kaspersky products on the devices of 
users in Southeast Asia.

This rate, though humongous as seen on its own, is almost half of the 
2019 total detected local infections at 685,726,425. Main factor that 
triggered this decline is the remote work adoption, which sees 
o�ices being closed for a year or two on the back of a pandemic
situation.

Despite the drop, Kaspersky experts suggest businesses to not let 
their guard down given the more sophisticated nature of enterprise 
attacks nowadays. It is also important to take note that 2022 will 
witness the exodus of physical o�ices. Hence, local infections should 
remain an area of concern for enterprises in SEA.

Protection against such attacks not only requires an antivirus 
solution capable of treating infected objects but also a �rewall, 
anti-rootkit functionality and control over removable devices.

The use of local infection statistics for user computers is an 
extremely important indicator of a region’s threat landscape. 
Worms and �le viruses account for the majority of such incidents. 
This data shows how frequently users are attacked by malware 
spread via removable USB drives, CDs and DVDs, and other 
“o�line” methods.

Devil on the disks

2019 2020 2021

685,726,425 545,900,142 346,406,654

Main factor that
triggered this decline 
is the remote work 
adoption
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Based on these data, the share of incidents caused by servers 
hosted in SEA last year is at 20,654,719.

The trend on threat sources in the region is more steady as 
compared to online and local threats. There is a signi�cant uptick in 
2020 at over 2 million which was also reduced by 2021. 

Still, it is noteworthy that Singapore has consistently been part of 
the top 10 countries in terms of percentage of incidents cause by 
local servers.

Singapore, a key regional business hub, is a data hub of major 
companies. This strong position makes it an attractive target for 
potential attacks – a possible signi�cant contributor to the high 
incidence of threats detected that were launched from 
Singapore-based servers, despite proactive combative e�orts on a 
macro level.

“Singapore remains in the top 10 list globally in terms of being a 
source of online threats, which is a by-product of the country’s 
highly developed digital ecosystem and its role as the regional data 
hub, where cloud providers locate their infrastructure. Such qualities 
are shared by the countries which make up the top threat sources 
list. As the government further tightens regulations and continues to 
build up its cyber-defenses, it remains essential for businesses and 
individuals to remember that cybercriminals never sleep. Hence our 
security solutions should be automated, intelligence-based, and 
proactive,” adds Yeo.

Germany, the United Stated of America, the Netherlands, the Czech 
Republic, and the Russian Federation logged the highest share of 
threat sources originating from local servers in 2021.

When a Kaspersky customer is attacked by an online threat, KSN 
records the source of this threat, which refers to the location of 
the object detected by Kaspersky’s WebAntivirus component. 

SEA as origin of malware

2019 2020 2021

20,205,121 22,938,487 20,654,719
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Alongside the higher volume of corporate tra�ic, the use of 
third-party services for data exchange, and employees working on 
home computers (and potentially insecure Wi-Fi networks), another 
headache for infosec teams is the increased number of people using 
remote-access tools.

One of the most popular application-level protocols for accessing 
Windows workstations or servers is Microsoft’s proprietary protocol 
— RDP (remote desktop protocol). The lockdown has seen the 
appearance of a great many computers and servers able to be 
connected remotely, and right now we are witnessing an increase in 
cybercriminal activity with a view to exploiting the situation to attack 
corporate resources that have now been made available (sometimes 
in a hurry) to remote workers.

It is a known fact that employees hastily placed on remote work 
setup kept most of SEA’s businesses a�oat when pandemic hit two 
years ago. Unfortunately, it was also remote work that caused some 
headache for companies that were struck with RDP attacks, which 
are not even going away soon.

Data from Kaspersky showed RDP attack attempts among Kasper-
sky users here rose by 226  % in 2020 compared to 2019. The RDP 
attacks recorded in the region was only 65,651,924 in 2019 but 
ballooned to 214,054,408 in 2020.

Despite a decline, a total of 163,297,593 bruteforce attacks were still 
recorded targeting the region’s remote workers last year.

With the spread of COVID-19, organizations worldwide have 
introduced remote working, which is having a direct impact on 
cybersecurity and the threat landscape.

Remote work under attack

Right now we are 
witnessing an
increase in 
cybercriminal 
activity
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RDP enables a user to connect to another computer through a 
network of computers running Windows. It is widely used by both 
system administrators and less-technical users to control servers 
and other PCs remotely, but this tool is also what intruders exploit to 
penetrate the target computer that usually houses important 
corporate resources. Microsoft 365 remains the preferred 
productivity software in the business sphere, followed by Google 
Workspace. 

When devices are outside the company’s local network, away from 
the protection of the IT department, con�dential information will 
always have a huge potential to be stolen or lost due to carelessness.

With the �rst wave of lockdowns, computers that have been 
hurriedly made available to remote workers were incorrectly 
con�gured. This scenario provided an opportunity for cybercriminals 
to launch attacks, particularly using brute-force attack attempts 
(systematically trying to �nd the correct username-password pair) 
to successfully get remote access to the target computer in the 
network. 

“The experience during the pandemic has put forth a collective 
clamor all over the world to shift to a hybrid work setup. Sectors 
such as �nance, information, management, and professional services 
have shown to bene�t from working and collaborating remotely,” 
says Yeo Siang Tiong, general manager for Southeast Asia at 
Kaspersky.

“The hike in RDP attacks during this period is not unique to the SEA 
region. Globally, attacks of this type rose 120% from 2019 to 2021. 
Given that remote work is here to stay, we urge companies to 
seriously look into securing their remote and hybrid workforce to 
protect their data,” he said.
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With the �rst wave 
of lockdowns, 
computers that have 
been hurriedly made 
available to remote 
workers were 
incorrectly 
con�gured

https://www.mckinsey.com/featured-insights/future-of-work/whats-next-for-remote-work-an-analysis-of-2000-tasks-800-jobs-and-nine-countries
https://www.kaspersky.com/about/press-releases/2020_the-great-migration-of-cyberthreats-attacks-on-remote-desktop-protocols-grew-by-242-reaching-33-billion-in-2020


Kaspersky experts foresee that attacks on remote-access 
infrastructure (as well as collaboration tools) are unlikely to stop any 
time soon. So if you currently use RDP in your work, Kaspersky 
experts advise to take all possible protection measures, such as:

If you use a di�erent remote-access protocol such as VNC, 
loosening up is not an option as vulnerabilities are still found in 
various VNC-connected clients.
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Use di�erent strong passwords to access di�erent corporate 
resources
Update all software and apps on employee devices to the latest 
version
Enable access to your network or make RDP available only 
through a corporate VPN
Use Network Level Authentication (NLA)
If possible, enable multi-factor authentication
If you don’t use RDP, disable it and close port 3389
Give employees basic security awareness training which can be 
done online. Kaspersky and Area9 Lyceum have a free course to 
help sta� work safely from home
Ensure your employees are equipped to securely work from 
home and know who to contact when faced with an IT issue
Use a reliable corporate security solution that will be installed on 
all employee devices, as well as solutions for tracking equipment 
in case of loss. Choose one with network threat protection such 
as Kaspersky Integrated Endpoint Security that includes log 
inspection functionality to con�gure monitoring and alert rules 
for brute force and failed login attempts
Where possible, use encryption on devices used for work 
purposes
Ensure access to the latest threat intelligence to boost your 
protection solution. For example, Kaspersky o�ers a 
free COVID-19-related threat data feed
Protect cloud workloads and virtual desktop infrastructure. 
Kaspersky Hybrid Cloud Security o�ers protection to hybrid 
infrastructure of physical and virtual endpoints whether running 
on-premise, in a data center or in a public cloud. It also supports 
integration with major cloud platforms like VMWare, Citrix or 
Microsoft and facilitates migration from physical to virtual 
desktops. 
Make backup copies of critical data

Ensure your 
employees are 
equipped to securely 
work from home and 
know who to contact 
when faced with an 
IT issue

https://go.kaspersky.com/stay_secure_course.html
https://opentip.kaspersky.com/
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To give organisations and individuals a compass to help navigate 
the shifting cyberthreat landscape and secure the recovery phase 
of countries in the region, experts from Kaspersky’s Global
Research and Analysis Team (GReAT) today reveal the four top 
trends to look out for this year. 

The Future Threats against a Digital SEA

Decrease of 
Targeted 
Ransomware Attacks

The times of pandemic coincided with the rise of targeted ransom-
ware attacks worldwide focusing on the most valuable targets as 
well as interruption-sensitive businesses. 

Some companies from SEA were among the victims of such attacks. 
However, with strong international cooperation and multiple task 
forces to trace ransomware gangs, Kaspersky experts believe that 
the number of such attacks will decrease during 2022. 

“The initial call was made by the US government, involving the FBI, 
and even o�ensive capabilities of the US Cyber Command. We 
anticipate that the attacks may resurface later, focusing on hitting 
developing countries with poor cyber-investigative capabilities or 
countries that are not allies of the US,” says Vitaly Kamluk, Director 
of Global Research & Analysis Team (GReAT) for Asia Paci�c at 
Kaspersky.

Given the geopolitical stance of some countries in Southeast Asia, 
it's likely that there will be less or even no such attacks in certain 
countries from the region in 2022. 

Yet, broadly available hosting services o�ered by countries like 
Singapore and Malaysia, data center services and infrastructure can 
still be abused by the targeted ransomware gangs.
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One of the distinctive features of citizens of developed countries is 
an elevated feeling of safety. Higher expenditure on technology, 
including cybersecurity, generates a long term feeling of safety 
online as well. 

As a result, the general population is less exposed to traditional 
cyberthreats - it's just harder to �nd unprotected infrastructure or 
infect users. This is why the attackers focus on non-technology 
focused attacks, exploiting human vulnerabilities, involving all sorts of 
scam via SMS, automated phone calls, popular messengers, social 
networks, etc.

The number of scam reports keeps increasing year over year 
according to Singapore Police Force: +16% (2021), +108.8%(2020), 
+27.1% (2019), +19.5% (2018). 

It is relevant to other countries in the region. In Thailand, nearly 
40,000 people were scammed with their bank accounts and credit 
cards showing inexplicable transactions. Scammers also used fake 
bank websites to steal banking details of Malaysians last year. 
Impersonations against top e-commerce platforms in Vietnam were 
also used to trick users to send money.

“This trend is fueled by automation of some services, such as auto-
matic dialing and automatic initial message delivery with expected 
follow-up action that triggers manual human-driven scam operation. 
We believe this trend will develop further in the future, including 
production of victim-tailored documents, images, deep fake videos, 
voice synthesis. It's possible that there will be a shift back from 
computer-assisted crime schemes (scams) to pure cybercrime 
based on complete compromise of digital assets (user accounts, 
smartphones, personal computers). It is likely we will see the �rst 
attempts of such technically-advanced scams in 2022,” Kamluk adds.

Advanced Scam and 
Social Engineering

https://www.police.gov.sg/-/media/64A8EB6D3C8F45A2A762690BFA5B1400.ashx
https://www.nationthailand.com/in-focus/40007902
https://www.thestar.com.my/tech/tech-news/2021/02/05/fake-maybank2u-website-being-used-by-scammers-to-steal-banking-info
https://www.thestar.com.my/tech/tech-news/2021/02/05/fake-maybank2u-website-being-used-by-scammers-to-steal-banking-info
C:%5CUsers%5CMeretukova%5CAppData%5CLocal%5CMicrosoft%5CWindows%5CINetCache%5CContent.Outlook%5CDS1XDMRZ%5C%E2%80%A2%09https:%5Ctuoitre.vn%5Ccong-an-tp-hcm-canh-bao-thu-doan-lua-dao-mao-danh-san-thuong-mai-dien-tu-20210906094206493.htm


14

With the decrease of targeted ransomware attacks openly exposing 
stolen data and taking the responsibility for a breach, we will see the 
rise of stolen data being o�ered on the black markets. 

“In recent years, we observed that in many cases of data breaches 
the victims were neither able to identify the attackers, nor �nd out 
how they got compromised. Although there has always been a chal-
lenge to identify the attacker and the source of the breach, the 
percentage of such cases has increased signi�cantly in the past 2 
years reaching over 75% according to our research,” Kamluk explains.

Experts from Kaspersky believe it is not only a symptom of serious 
challenges that cyber defenders face, but also a motivational factor 
and a signal for other passive cybercriminals to rush into the �eld of 
data theft and illegal trading. 

As a result, we shall observe more stolen databases, internal commu-
nications, and personal details stolen from various companies and 
traded on the black market.

More Data Breaches 
by Unidenti�ed 
Attackers

By observing the cutting edge attackers with large human resources, 
such as Lazarus group and its sub-group, BlueNoro�, Kaspersky 
researchers concluded that we shall expect an even more signi�cant 
wave of attacks on cryptocurrency businesses. 

Even the growing industry of NFT (non-fungible token) will be 
targeted by cybercriminals. This is due to the fact that countries in 
SEA are leading in terms of NFT ownership, with the Philippines 
topping the list at 32% saying they own such digital assets. 

Among the 20 countries surveyed, Thailand (26.2%) ranked second 
followed closely by Malaysia (23.9%). Vietnam landed on the 5th spot 
(17.4%) and Singapore was 14th (6.8%).

“From direct attacks on employees of cryptocurrency startups and 
exchanges through sophisticated social engineering, software 
exploits, and even fake suppliers to mass attacks via supply-chain 
software or its components (i.e. third-party code libraries) - we will 
see an increase of such cases. Additionally, we should see more 
incidents of NFT property theft in the coming years. Being a totally 
new area, this will cause a de�cit in skilled police investigators that 
will result in an initial surge of such attacks,” he adds.

In addition, experts from the global cybersecurity company expects 
that these attacks will not only have an e�ect on the global crypto-
currency markets but also the share price of individual companies, 
which will also be monetised by the attackers via stock market illegal 
insights trading.

Cryptocurrency and 
NFT Industry Attacks

https://www.bworldonline.com/phl-tops-nft-ownership-out-of-20-countries-finder/?fbclid=IwAR2PrW3f_ecXOquHRaLC5JHhoYWEvKiOg5wkDMshKOyKO85e_7og2dgZfbE
https://www.bworldonline.com/phl-tops-nft-ownership-out-of-20-countries-finder/?fbclid=IwAR2PrW3f_ecXOquHRaLC5JHhoYWEvKiOg5wkDMshKOyKO85e_7og2dgZfbE
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